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ABSTRACT

In December 2020, 18,000 organizations discovered they had been running Russian intelligence
malware for nearly a year — delivered via a software update they explicitly trusted. This analysis
examines how APT29 turned SolarWinds' own code-signing infrastructure into a weapon, why every
security control failed, and what the "Inputs Lie" framework reveals about trust boundary failures

across cybersecurity domains.

Executive Summary

In December 2020, the cybersecurity world discovered that 18,000 organizations—including the
White House, Department of Defense, and 425 Fortune 500 companies—had been running
Russian intelligence malware for nearly a year. The attackers didn't break through firewalls or
exploit zero-days in victim networks. Instead, they poisoned the software update mechanism
that organizations explicitly trusted. This is the SolarWinds supply chain attack, and it

represents a fundamental failure in how we think about trust boundaries in cybersecurity.
Key Statistics:

* 300,000 SolarWinds customers worldwide

« 18,000+ organizations infected via trojanized updates

« ~1year of undetected access to critical networks

« APT29 (Russian SVR) primary threat actor with confirmed attribution

« Executive Order 14028 issued in response, mandating SBOM requirements

The Incident: Timeline and Technical Overview

Attack Timeline
Early 2019 (Estimated): Initial compromise of SolarWinds network

« Likely vector: Credential harvesting via zero-day vulnerability



« Attackers gained access to build/update infrastructure

« Began reconnaissance of software development lifecycle
September 2019 — February 2020: Trojan development and insertion

« Malicious DLL crafted to mimic legitimate Orion component
e Code injected Into solarwinds.Orion.Core. BusinessLayer.dll

 Trojan digitally signed by SolarWinds certificate (bypassed all AV)
March — June 2020: Distribution via software updates

« Trojanized updates pushed to Orion customers
« Updates 2019.4 HF 5, 2020.2 with no anomaly flags

« Automatic deployment to critical infrastructure
June 2020 — December 2020: Lateral movement and data exfiltration

« Attackers manually selected high-value targets
« Custom malware deployed per victim

« Deep penetration of government networks
December 2020: Discovery and disclosure

« FireEye detected Cobalt Strike activity on own network
« Reverse engineering revealed supply chain compromise
« Kill switch deployed before public disclosure

« Congressional hearings and Executive Order 14028 followed

Victim Profile Analysis
Government Sector:

« White House Office of the President

« Department of Defense (all branches)

« National Security Agency

« Department of Homeland Security

« Department of State, Justice, and Treasury

« Nuclear weapons stockpile management (NNSA)
Private Sector:

425 of Fortune 500 companies



« All top 10 US telecommunications providers

 FireEye, Microsoft, Cisco, Intel, Nvidia
Critical Infrastructure:

» Energy sector management systems
« Financial services infrastructure
» Healthcare provider networks

« Defense industrial base contractors

Technical Attack Chain: APT29 Tradecraft

Phase 1: Initial Access

While SolarWinds has never disclosed the exact initial access vector, evidence from

contemporaneous APT29 campaigns suggests the following methodology:

1. Delivery: LinkedIn spear-phishing targeting SolarWinds developers with links exploiting a
Safari same-origin policy vulnerability

2. Credential Theft: Harvested authentication cookies — Facebook sessions, LinkedIn
credentials, Microsoft 365 tokens, GitHub access

3. Persistence: Multi-iteration compromise from developer workstation — build

infrastructure — Orion update mechanism

Why this vector matters: Zero-day exploitation shows nation-state resources. Cookie theft
bypassed MFA via session hijacking. Targeting developers with privileged access — not

executives — shows operational patience.

Phase 2: Trojan Development and Insertion

SUNBURST Backdoor — Technical Specifications:

File: SolarWinds.Orion.Core.BusinessLayer.dll

Type: Malicious DLL (Dynamic Link Library)

Signature: Digitally signed by SolarWinds certificate
Purpose: Two-stage backdoor with C2 capabilities

Persistence: Embedded in legitimate software update

Stage 1 — Reconnaissance and Stealth:



1. Dormancy period: 12—14 day sleep after deployment — allowed network security scans to
complete, mimicked legitimate post-update settling behavior

2. Environment checks: Verified not running in VM/sandbox (checked MAC addresses), not

under analysis, had adequate privileges, had C2 connectivity

3. DNS-based C2 communication:

Primary Domain: avsvmcloud.com

Subdomains: Encoded victim identifiers

Protocol: DNS A record queries (appears as normal traffic)

Encoded data: victim org identifier, network topology fingerprint,
installed security products, system privilege level,

active user sessions

1. C2 decision matrix: Attackers evaluated target value remotely and decided whether to

proceed to Stage 2, with a kill switch implemented via specific IP ranges
Stage 2 — Active Exploitation (estimated 12—24 organizations):

1. Custom malware tailored to victim's security architecture and designed to evade specific
EDR products

2. Repurposed Cobalt Strike for lateral movement, credential dumping, traffic obfuscation,

and command execution — a legitimate tool that blends with authorized red team activity

3. Authentication system abuse: Leveraged SolarWinds Orion's own high-privilege service

account to blend operations with legitimate admin activity

Phase 3: Data Exfiltration and Operational Security
Exfiltration methodology:

« Small file collections, compressed and encrypted, staged to legitimate cloud services
o HTTPS to legitimate domains, DNS tunneling for small payloads, cloud storage API abuse

» Logs wiped on compromised systems, malware deleted after use, C2 infrastructure rotated

regularly

Estimated data exfiltrated: Government correspondence, military planning materials,
incident response playbooks, source code from technology companies, M&A plans, security

architecture documentation.



Discovery and Kill Switch: FireEye's Response

Detection Process

December 8, 2020: FireEye Incident Response Team triggered by Cobalt Strike beacon

activity on their own internal network.

1. Network logs traced activity to a SolarWinds Orion appliance

2. Machine imaged and sent to FLARE (FireEye Labs Advanced Reverse Engineering)

3. Engineers discovered suspicious domain avsvmcloud.com and contacted SolarWinds: "Is this
yours?" — SolarWinds confirmed it was not part of their product

4. Full backdoor functionality revealed

Kill Switch Identification and Deployment

The FLARE team discovered a state transition table in the malware — a specific IP range that

triggered the "off" state, preventing Stage 2 HTTP C2 upgrade.

Coordinating parties: FireEye, Microsoft (owned the trigger IP block), GoDaddy (controlled

domain registration)
December 13—15, 2020:

1. DNS sinkhole redirected avsvmcloud.com to Microsoft IPs, activating the malware's kill
switch globally
2. All ~18,000 infected systems received the "off" signal — lateral movement stopped, Stage 2
deployments halted — completed in under 24 hours
3. DNS sinkhole telemetry geolocated and identified victims, enabling notification
4. FireEye published technical IOCs on December 13 — after the kill switch was already
deployed
Critical success factor: FireEye didn't wait for government coordination. They deployed the

kill switch immediately, neutralizing the threat before attackers could respond to disclosure.



Attribution: APT29 (Cozy Bear)

Consensus Attribution

Official government: FBI, NSA, CISA, UK NCSC
Private sector: FireEye/Mandiant, Microsoft, CrowdStrike, Kaspersky, SolarWinds itself

Evidence Supporting APT29

1. TTPs matched known APT29 campaigns: patient long-term access, supply chain targeting,

zero-day exploitation, DNS-based C2, selective target engagement.

2. Infrastructure overlaps: domain registration patterns, SSL certificate reuse, IP address

relationships, C2 architecture similarities.

3. The Tura Algorithm (Kaspersky, 2021): Kaspersky identified an algorithm in
SUNBURST matching the "Tura" toolkit from the 1990s — a tool the Russian government had
previously admitted using. Code reuse across 20+ years links SUNBURST directly to known

Russian intelligence programs.

4. Victim targeting pattern: Diplomatic communications, military planning, defense R&D,
technology IP, energy infrastructure — a perfect match for SVR foreign intelligence collection

requirements.

Secondary Compromise: Supernova (Chinese Attribution)

A separate threat actor — attributed to "Spiral," a Chinese state-sponsored group — also
compromised SolarWinds during the same period using different malware and methodology.
Less sophisticated, focused on credential exfiltration, and opportunistic rather than strategic.

SolarWinds had at least two nation-state adversaries simultaneously.

The "Inputs Lie" Framework: Trust Without Verification

Core Principle

Modern security architectures fail when they trust inputs without runtime verification. The

SolarWinds attack exploited four critical trust boundaries.



Trust Boundary 1: Software Supply Chain

The lie: "Digitally signed software from trusted vendors is safe"

Reality: Code signing verifies publisher identity, not behavior

Traditional model:

SolarWinds signs update — AV trusts signature — Auto-deployment
Attack model:

Attacker controls signing key — Malware signed as "trusted" -

AV bypassed - 18,000 organizations compromised
OWASP mapping: A08:2021 — Software and Data Integrity Failures

Trust Boundary 2: Code Signing Infrastructure

The lie: "Valid digital signatures guarantee code integrity"

Reality: Signatures prove identity at signing time, not current state

What code signing does provide: publisher identity, tamper detection since signing, timestamp.
What code signing does not provide: guarantee of benign intent, protection against

compromised signing infrastructure, runtime behavior validation.

Cross-domain parallel:

Software signing: "Valid signature = trusted code"

GNSS: "Valid signal structure = real satellite"
ICS: "Valid protocol format = legitimate command"
Authentication: "Valid token = authorized user"

Common pattern: Format verification substitutes for intent verification.

Trust Boundary 3: Network Traffic Classification

The lie: "Trusted software generates trusted traffic"

Reality: Malware mimicking legitimate protocols evades detection

DNS tunneling:

Legitimate DNS:

query: solarwinds.com — response: IP address

SUNBURST C2:

query: [encoded-victim-datal].avsvmcloud.com — response: command signal



Appeared as normal DNS lookups, blended with Orion's legitimate queries, used standard
protocol structure. HTTPS exfiltration used encrypted payloads to cloud storage APIs —
indistinguishable from normal SaasS traffic.

Trust Boundary 4: Authentication and Authorization

The lie: "Authenticated users/processes are authorized"

Reality: Compromised credentials provide valid-but-malicious access

« Session hijacking bypassed MFA entirely (already-authenticated session)
« SolarWinds Orion's high system privileges were inherited by the trojan

» SOC teams saw "SolarWinds process" activity — no anomaly flags triggered

Authentication # continuously verified authorization.

Cross-Domain Pattern Recognition

DOMAIN TRUSTED INPUT VERIFICATION FAILURE ATTACK VECTOR
Software Supply Digitally signed No runtime behavior checks SolarWinds trojan

Chain updates

GNSS/Satellite GPS signal structure No cryptographic Spoofing attacks on aviation

authentication

ICS/SCADA Sensor readings No physical verification Triton malware on safety
systems
Power Grid Timing No source authentication GPS-dependent
synchronization infrastructure
Network Security Protocol compliance No intent validation C2 traffic masquerading
Cloud IAM Valid credentials No continuous verification Session hijacking, token theft

Common root cause: Systems designed for efficiency and interoperability, not adversarial
environments. Software updates designed when the internet was academic. Code signing created
before nation-state supply chain attacks. GNSS deployed when jamming/spoofing wasn't

economical. ICS designed for air-gapped, trusted environments.



MITRE ATT&CK Framework Mapping

TACTIC TECHNIQUE DESCRIPTION

Initial Access T1195.002 Supply Chain Compromise: trojanized Orion updates
Execution T1203 Exploitation for Client Execution: Safari zero-day

Persistence T1554 Compromise Client Software Binary: malicious signed DLL
Persistence T1078 Valid Accounts: stolen credentials, session hijacking

Defense Evasion T1036 Masquerading: malware disguised as legitimate DLL
Defense Evasion T1553.002 Subvert Trust Controls: valid SolarWinds code signature
Defense Evasion T1027 Obfuscated Files or Information: encoded DNS payloads
Credential Access  T1539 Steal Web Session Cookie: browser cookie theft via zero-day
Discovery T1082 System Information Discovery: VM detection, security product enumeration
Lateral Movement  T1210 Exploitation of Remote Services: abuse of trust relationships
Cc2 T1071.004 Application Layer Protocol: DNS: subdomain-encoded C2
Cc2 T1568.002 Dynamic Resolution: DGA: resilient backup C2 infrastructure
Exfiltration T1567 Exfiltration Over Web Service: cloud storage API abuse

Defensive Countermeasures and Detection Strategies

Immediate Detection: IOCs

Network indicators:

Domain: avsvmcloud.com (primary C2)
Pattern: *.avsvmcloud.com
Alert on: DNS queries with high-entropy encoded subdomains,

unusual outbound DNS volume from Orion servers

File indicators:



SolarWinds.Orion.Core.BusinessLayer.dll (compromised versions)

SHA256:
32519b85¢c0b422e4656de6e6c41878e95£d95026267daab4215ee59¢c107d6c77
dab758b£f98d9036£fa057a66cd0284737abf89857b73ca89280267ee7caf62£f3b
eb6fab5a2964c5817fb239%9a7a5079cabcala00464fb3e07155£28b0a57a2¢c0ed

Behavioral indicators: unexpected outbound connections from Orion, DNS queries to non-
standard domains, unusual process spawning from the Orion service, Cobalt Strike beacon

artifacts.

Strategic Detection: Zero Trust Implementation
1. Software Supply Chain Security

Implement Software Bill of Materials (SBOM):

component: SolarWinds Orion
version: 2020.2.1 HF 1
verification:
- hash validation: on install
- runtime integrity monitoring: enabled

- behavioral analysis: enabled

Update verification process:

. Receive update from vendor
Isolate in sandbox environment
. Execute with telemetry

. Analyze behavior for anomalies
. Compare with baseline

. Manual approval for production
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Staged rollout with monitoring

2. Network Security: Assume Breach
DNS monitoring — alert on:

« New domain resolutions from critical servers
« High-entropy or encoded subdomain patterns
« Excessive DNS query volume from management systems

« DGA-like timing patterns

Network segmentation:



Management Plane:

F—— SolarWinds Orion (isolated VLAN)

F—— Limited outbound (approved vendors only)
F—— Strict firewall rules

L— TLS break-and-inspect

Data Plane:
F—— Monitored devices

F—— Unidirectional communication to management

L No direct internet access

3. Endpoint Detection and Response

Monitor Orion processes for: unexpected child processes, connections to new domains, file
system changes outside expected paths, credential dumping behavior, lateral movement

attempts.

4. Credential and Access Management

Vulnerable (traditional):

Developer — Hard-coded API key — SolarWinds access

Secure (zero-trust):
Developer — IdP authentication - Time-limited token -

SolarWinds access — Token expires — Re-authenticate

Implement just-in-time (JIT) access — no standing privileges for build systems, automated de-
provisioning, MFA for all privileged operations.

5. Threat Hunting

Cobalt Strike detection:

Network: beacon patterns (periodic callbacks), named pipes,
jitter in C2 timing
Memory: known Cobalt Strike strings, reflective DLL injection,

process injection indicators

Supply chain anomalies — monitor for: software updates at unusual times, version

downgrades, unsigned components, hash mismatches, behavioral changes post-update.



Policy and Industry Response

Executive Order 14028: Improving the Nation's Cybersecurity

Issued May 12, 2021 — five months after SolarWinds disclosure. Key mandates:

1.

Software supply chain security: SBOM requirements for government vendors, vendor

attestation of secure development practices

. Zero trust architecture: mandatory MFA, encryption at rest and in transit for federal

agencies

. Endpoint Detection and Response: EDR deployment across federal networks,

centralized logging

. Information sharing: CISA as central coordination point, mandatory breach notification

timelines

. Software security standards: NIST Secure Software Development Framework (SSDF),

security testing in CI/CD pipelines

Industry Standards Evolution

NIST SP 800-161 Rev 1: Cybersecurity Supply Chain Risk Management — multi-tier risk
management, continuous monitoring requirements

CISA ICT SCRM Task Force: best practices for acquisition, vendor risk assessment

frameworks

ISO/IEC 27036: Information security for supplier relationships

SBOM Adoption

"component": "ApplicationName",
"version": "1.0.0",
"supplier": "VendorName",
"dependencies": [
{ "name": "library-1", "version": "2.3.1", "license": "MIT", "vulnerabilities": [] }
1,
"build info": {
"build date": "2024-01-15",
"build environment": "verified",

"signing cert": "SHA256:abcdl234..."
}



SBOM benefits: rapid vulnerability identification, license compliance, supply chain visibility,
incident response acceleration.
Adoption challenges: legacy software without dependency tracking, proprietary components,

format standardization, continuous updating requirements.

Career and Business Implications

For Cleared Defense Contractors

APT29 is actively targeting defense contractors. Supply chain is a primary attack vector, and

FedRAMP/CMMC now explicitly require supply chain security controls.
Questions to ask vendors in assessments:

« "What controls protect your build pipeline?"

« "How do you verify developer workstation security?"

« "Can you provide an SBOM for your products?"

« "Who has access to signing keys, and what's your rotation policy?"

« "Do you have a kill switch mechanism?"

For AppSec Professionals

The ICS security parallel:

ICS (power plant):

Sensor reading - Validation — Cross-reference — Decision
Software updates (should be):

Update received - Hash check - Behavioral analysis -
Sandbox test — Gradual rollout

Apply the same defense-in-depth logic: code signing (preventive), runtime behavioral analysis
(detective), rollback capability (responsive), continuous monitoring (iterative).

For Executive and Board-Level Communication

Technical: "APT29 compromised SolarWinds signing infrastructure."

Business: "A nation-state attacker gained access to 425 Fortune 500 companies by poisoning a

single vendor's software updates, demonstrating that our supply chain is our attack surface."



Risk quantification framework:

 Probability: HIGH (demonstrated attack path)

« Impact: CRITICAL (APT access to entire network)

« Mitigation investment: EDR, SBOM tooling, vendor assessment program
« Breach cost baseline: industry average for supply chain incidents

« Risk reduction: measurable with controls implemented

Conclusion: Lessons for the Security Community

1. Trust is not binary. Signed software # safe software. Valid credentials + authorized access.
Legitimate protocols # benign traffic.

2. Supply chain is attack surface. Every vendor is a potential entry point. Build systems are
high-value targets. Software updates are perfect delivery mechanisms.

3. Detection over prevention. Perfect prevention is impossible against nation-state actors.
Speed of detection determines impact. Assume breach and plan accordingly.

4. Cross-domain patterns. GNSS spoofing, software supply chain attacks, and ICS sensor
manipulation share the same root cause: trust without verification. Solutions from one
domain apply to others.

5. Policy drives change. Executive Order 14028 mandated improvements that the market

wouldn't self-impose. SBOM is becoming standard. Zero trust is no longer optional.

The SolarWinds attack succeeded because we treated software updates as trusted inputs
requiring no verification. This same pattern appears across every domain of cybersecurity —

whether satellite signals, sensor readings, or software updates: inputs lie.

The solution isn't perfect prevention. It's continuous verification, defense-in-depth, and the
assumption that compromise is inevitable. Security isn't about building impenetrable walls; it's

about detecting when the walls are breached and responding before catastrophic damage occurs.

What are you monitoring that you should be verifying instead?
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